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1.2

1.3

Information Classification Policy
Introduction

Itis essential for "Organization” to classify its information assets to help manage and protect it. The various
departments at "Organization” have a multitude types of documents and data, each business unit or
department should classify its data by considering the potential for harm to individuals or the University in
the event of unintended disclosure, modification, or loss. This can be done by identifying which information

should be protected and which information shall be placed open to the public and third parties.

Purpose

In order to preserve the appropriate confidentiality, integrity and availability of "Organization's" information
assets, the information classification policy describes principles that need to be followed to protect
information through specifying how and to whom you can distribute information with a particular
classification.

To provide the basis for protecting the confidentiality of data at "Organization” by establishing a data
classification system. Further policies and standards will specify handling requirements for data based on

their classification.

Domain

This policy applies to all data or information that is created, collected, stored or processed by
"Organization”, in electronic or non-electronic formats, irrespective of the data location or the type of device
it resides on. All staff should consequently use it, and third parties who interact with information held by

and on behalf of "Organization".

13
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1.4  Policy

All data at "Organization” shall be assigned one of the following classifications. Collections of diverse
information should be classified as to the most secure classification level of an individual information
component with the aggregated information.

141 Confidential (restricted): Information that is classified as confidential or restricted includes data that can
be catastrophic to one or more individuals and/or organizations if compromised or lost. Such information
is frequently provided on a “need to know” basis and might include:

® Personal data, including personally identifiable information such as Social Security or national

identification numbers, passport numbers, credit card numbers, driver's license numbers,

medical records.

® Financial records, including financial account numbers such as checking or investment account

numbers.
® Business material, such as documents or data that is unique or specific intellectual property.
® legal data, including potential attorney-privileged material.
® Authentication data, including private cryptography keys, username password pairs.

1.4.2  Forinternal use only (sensitive): Information that is classified as being of medium sensitivity includes
files and data that would not have a severe impact on an individual and/or organization if lost or
destroyed. Such information might include:

® Email, most of which can be deleted or distributed without causing a crisis (excluding
mailboxes or email from individuals who are identified in the confidential classification).
® Documents and files that do not include confidential data.

® Anything that is not confidential. It can include most business data, because most files that are

managed or used day-to-day can be classified as sensitive.

1.43  Public (unrestricted): Information that is classified as public includes data and files that are not critical to
business needs or operations. This classification can also include data that has deliberately been released
to the public for their use, such as marketing material or press announcements. In addition, this
classification can include data such as spam email messages stored by an email service.

1.44 "Organization" associates shall be guided by the information category in their security-related handling

"Organization” information.

1
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2.2

2.3

2.4

2.4.1

Information Protection Policy
Introduction

Information is a major asset that "Organization” has a responsibility and requirement to protect. Differently
classified information should appropriately protected in storage, transit, access etc. from modification or

disclosure.

Purpose

Information Protection Policy addresses the stocks of information (electronic data or paper records) that
"Organization” maintains, and also the people that use them, the processes they follow and the physical
computer equipment used to access them, all these areas addresses to ensure that high confidentiality,
quality and availability standards of information are maintained.

The following policy details the basic requirements and responsibilities for the proper management of
information assets at "Organization”. The policy specifies the means of information handling and transfer

within the Business.

Domain

This Policy applies to all the systems, people and business processes that make up the Business's
information systems. This includes all Executives, Committees, Departments, Partners, Employees,
contractual third parties and agents of "Organization” who have access to Information Systems or

information used for "Organization"” purposes.

Policy
Information assets Owner

® All important information assets must have a nominated owner and should be accounted for. An
owner must be a member of staff whose seniority is appropriate for the value of the asset they own.
The owner’s responsibility for the asset and the requirement for them to maintain it should be
formalized and agreed.

® |tems of information that have no security classification and are of limited or no practical value
should not be assigned a formal owner or inventoried. Information should be destroyed if there is

no legal or operational need to keep it and temporary owners should be assigned within each

19
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department to ensure that this is done.

For new documents that have a specific, short term localized use, the creator of the document will
be the originator. This includes letters, spread sheets and reports created by staff. All staff must be
informed of their responsibility for the documents they create.

For information assets whose use throughout "Organization” is widespread a corporate owner
must be designated and the responsibility clearly documented. This should be the person who has

the most control over the information.

242 Informationstorage

All electronic information will be stored on centralized facilities to allow regular backups to take

place.

Employees should not be allowed to access information until they understand and agree the
legislated responsibilities for the information that they will be handling.

Databases holding personal information will have a defined security and system management

procedure for the records and documentation.

Files which are identified as a potential security risk should only be stored on secure network areas.

2.4.3 Disclosure of Information

In the case of sharing restricted information with other organization, disclosing such information

must not be to any other person or organization via any insecure method.

Where information is disclosed/shared it should only be done so in accordance with a documented

Information Sharing Protocol and/or Data Exchange Agreement.

Disclosing restricted information to any external organization is also prohibited.

3 Record Retention and Destruction Policy

3.1 Introduction

Record retention and destruction is an important substantive component of many of the laws with which

most corporations must comply, and it is often the vehicle by which compliance is established.

16
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3.2

3.3

3.4

3.41

3.4.2

343

344

Purpose

The purpose of this policy is to ensure that necessary records and documents of "Organization” are
adequately protected and maintained and to ensure that records that are no longer needed by

"Organization” or are of no value are discarded at the proper time.

Domain

This Policy applies to all records generated in the course of "Organization’s” operation, including both

original documents and reproductions.

All employees should comply with any published records retention policies.

Policy
Accounting and Finance records include, but may not be limited to,
® Documents concerning payroll, accounting procedures, accounts Payable ledgers and
schedules, accounts receivable ledgers and schedules, employee expense reports, interim

financial statements, notes receivable ledgers and schedules. These should be retained for at

least five years.

® Annual audit reports and financial statements should be permanent retained, and the annual
plans and budgets should retained for the time required to implement them and/or refer to

them as needed.
Contracts and Related Correspondence (including any proposal that resulted in the contract and all other
supportive documentation) should be permanently retained
“Organization” records (minute books, signed minutes of the Board and all committees, corporate seals,
articles of incorporation, Contribution records and annual corporate reports) as well as licenses, property
insurance and permits should have a permanent retention.
Itis also possible to destroy documents considered in the judgment of a valuable documents and have
never been used or modified for the last 5 years, only if these documents are subject to examination or
review or were required in an ongoing legal proceeding, or Instructions/regulations set by the Ministry of
Finance decides to keep them longer.

Destruction of those documents only after taking the necessary procedures to record their data or

its summary.
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345 Electronic documents
® Electronic Documents: including Microsoft Office Suite and PDF files. Retention also depends on
the subject matter.
® Electronic Mail: Not all email needs to be retained, depending on the subject matter, E-mail that
needs to be saved should be either printed in hard copy and kept in the appropriate file, or
downloaded to a computer file and kept electronically or on disk as a separate file.
® Web Page Files: All workstations: Internet Browsers should be scheduled to delete Internet
cookies once per month.
34.6 Legalfiles and papers
Permanent retention of “Organization” legal archive as follows:

® Files of the judicial proceedings and the decisions of the preliminary and final judgments,

decisions and orders of the courts, including all relevant files.
® Legal notes and opinions issued by legal offices.
3.4.7 Personnel records

® Employee Personnel file should have a permanent retention even after Termination of

employee relationship with the “Organization”

® Employment records (including individual attendance records, application forms, job or status
change records, termination papers, test results, training and qualification records) shall be

retained as needed and for the necessary period according to “Organization estimates.
® “Organization” should retained for a period of 2 years all Job interview related documents
(including written examinations, records, lists and all other documents relating to the exam).
3.4.8 Recordsand documents The “Organization” has the discretion to determine the time required to retain
them and the discretionary authority is related to the continued need of the “Organization”
® Consultant's reports.
® Policy and procedures manuals (Original / Copies)
® Annual reports.
349 Document destruction procedures:

® Records must not be removed or destroyed before retention period expiration;

® Once records have been retained for the applicable period of time, set forth in the record

18



National Information Security & Safety Authority

@ cilogle ol dolliug ool duilngll &l

retention

® Destruction of finance records shall be in accordance to budget and accounts procedures.

® Destruction of financial and personnel-related documents and all paper documents will be
accomplished by a method that prevents retrieval of this data.

® Electronic data contained on all other media shall be destroyed by the physical destruction of
that media.

® Records must be destroyed securely and completely.

® Recorded Destruction in formal documented processes, for data destruction within the

"Organization”.

4 Information Dissemination Policy

4.1 Introduction
This policy discuss the types of information that can be disseminated to internal and external groups, as
well as the methods by which this information is disseminated. Moreover, this policy explains the specific
type of information that will be disclosed and not to be disclosed.
® [nformation not to be disclosed

O Personal information includes staff records, medical information, information on salary and

benefits.
O Financial information.
O Legal, disciplinary or investigative matters; the concerned person shall be notified by official means.
O Deliberative information including e-mail, notes, letters, memoranda, draft reports.

O All of the confidential information.
® Information to be disclosed in connection with other organizations
O Initial project abstracts.

O Any information the “Organization” deems necessary for dissemination

4.2 Purpose

Is to ensure personal information and confidential information are protected from unauthorized use and

disclosure and also to facilitate the identification of information to support routine disclosure and active
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4.3

4.4

4.41

4.4.2

4.4.3

4.4.4

dissemination of information. This policy was also set to protect the intellectual property of "Organization”.

Domain

This policy applies to all information produced, collected and stored by "Organization”

Policy
Information which is considered unrestricted can be open to the public and all employees as well as Third
Parties.
Information which needs to be protected is accessed by authorized access such as employees, contractors
and on a "need-to-know" basis for business related purposes. This access should be granted for a specific
period required and set by higher level management.
Confidential information is limited to individuals in a specific function, group or role. pre clearance based
on position is required in order to access confidential information held by "Organization”.
In term of restricted information where access is granted to limited named individuals based on job

position.

5 Access to Information Policy

51

5.2

Introduction
"Organization” will determine the extent to which security classification needs to be applied to information
assets. The security classification of information assets should highlight what type of information can be
viewed or accessed by members of "Organization” staff or external parties. The different levels of
information particularly sensitive or confidential information will require higher level of authorization for

access.

Purpose

The purpose of this policy is to limit the threat of losing or disclosing data that will affect the integrity,

availability or confidentiality of data assets, by controlling the access to information with authorizations.
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5.3 Domain

This policy applies to all reports, research information, and supporting documentation originally produced

or collected by "Organization”.

5.4  Policy
5.4.1 Authorized individuals only access current and complete information
5.4.2  Authorized users have access to and can use information when required.

5.4.3 Authorized individuals, entities or processes only access information and the value of intellectual property

are protected as needed.
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1. Overview

Information security’s intentions for publishing an Acceptable Use Policy are not to impose restrictions that are
contrary to (Organization)'s established culture of openness, trust and integrity. Information Security Department
is committed to protecting (Organization)'s employees, partners and the company from illegal or damaging

actions by individuals, either knowingly or unknowingly.

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment, software, operating
systems, storage media, network accounts providing electronic mail, WWW browsing, and FTP, are the property of
(Organization). These systems are to be used for business purposes in serving the interests of the

(Organization), and of clients and customers in the course of normal operations.

Effective security is a team effort involving the participation and support of every (Organization) employee and
affiliate who deals with information and/or information systems. It is the responsibility of every computer user to

know these guidelines, and to conduct their activities accordingly.

2. Purpose
The purpose of this policy is to outline the acceptable use of computer equipment at (Organization). These rules
are in place to protect the employee and (Organization). Inappropriate use exposes (Organization) to risks

including virus attacks, compromise of network systems and services, and legal issues.

3. Scope
This policy applies to the use of information, electronic and computing devices, and network resources to conduct
(Organization) business or interact with internal networks and business systems, whether owned or leased by

(Organization), the employee, or a third party.
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4. Policy

4.1 General Use and Ownership

4.1.1

(Organization) proprietary information saved on electronic and computing devices whether owned or
leased by (Organization), the employee or a third party, remains the sole property of (Organization).
You must ensure through legal or technical means that proprietary information is protected in accordance

with the Data Protection Standard.

You have a responsibility to report the theft, loss or unauthorized disclosure of (Organization)

proprietary information.

You may access, use or share (Organization) proprietary information only to the extent it is authorized

and necessary to fulfill your assigned job requirements.

Every Employee is responsible for exercising good judgment regarding the reasonableness of personal
use. Individual departments are responsible for creating guidelines concerning personal use of
Internet/Intranet/Extranet systems. In the absence of such policies, employees should be guided by
departmental policies on personal use, and if there is any uncertainty, employees should consult their

supervisor or manager.

For security and network maintenance purposes, authorized individuals within (Organization) may

monitor equipment, systems and network traffic at any time, per Monitoring and Audit Policies.

(Organization) reserves the right to audit networks and systems periodically to ensure compliance with

this policy.

4.2 Security and Proprietary Information

4.21

422

All mobile and computing devices that connect to the internal network must comply with the Access
control Policy.
System level and user level passwords must comply with the Password Policy. Providing access to

another individual, either deliberately or through failure to secure its access, is prohibited.
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4.2.3

4.2.4

4.2.5

All computing devices must be secured with a password-protected screensaver with the automatic
activation feature set to 10 minutes or less. You must lock the screen or log off when the device is
unattended.

Postings by employees from a (Organization) email address to newsgroups should contain a disclaimer
stating that the opinions expressed are strictly their own and not necessarily representing the
(Organization)'s opinions, unless posting is in the course of business duties.

Employees must use extreme caution when opening e-mail attachments received from unknown senders,

which may contain malware.

4.3 Unacceptable Use

The following activities are, in general, banned. Employees may be exempted from these restrictions during the

course of their legitimate job responsibilities (e.g., systems administration staff may have a need to disable the

network access of a host if that host is disrupting production services).

Under no circumstances is an employee of (Organization) authorized to engage in any activity that s illegal

under local, state, local or international law while utilizing (Organization)-owned resources.

The lists below are by no means extensive, but attempt to provide a framework for activities which fall into the

category of unacceptable use.

4.4 System and Network Activities

The following activities are strictly banned, with no exceptions:

4.4

4.4.2

Violations of the rights of any person or company protected by copyright, trade secret, patent or other
intellectual property, or similar laws or regulations, including, but not limited to, the installation or
distribution software products that are not appropriately licensed for use by (Organization).
Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of
photographs from magazines, books or other copyrighted sources, copyrighted multimedia material .. etc,
and the installation of any copyrighted software for which (Organization) or the end user does not have
an active license is strictly prohibited. Accessing data, a server or an account for any purpose other than

conducting (Organization) business, even if you have authorized access, is prohibited.

31



National Information Security & Safety Authority

ilogleoll dolliug ol dyilngll ddyall O

4.4.3

4.4.4

4.4.5

4.4.6

4.4.7

4.4.8

4.4.9

4.410

4.411

4.412

4.413

4.414

4.415

4.416

Accessing data, a server or an account for any purpose other than conducting (Organization) business, even
if you have authorized access, is prohibited.

Exporting software, technical information, encryption software or technology, in violation of international
or regional export control laws, is illegal. The appropriate management should be consulted prior to
export of any material thatis in question.

Using the (Organization)'s computing asset to actively engage in procuring or transmitting material that is
in violation of any harassment or hostile workplace laws in the user's local jurisdiction.

Making fraudulent offers of products, items, or services originating from any (Organization) account.
Making statements about warranty, expressly or implied, unless it is a part of normal job duties.

Effecting security breaches or disruptions of network communication. Security breaches include, but are
not limited to, accessing data of which the employee is not an intended recipient or logging into a server
or account that the employee is not expressly authorized to access, unless these duties are within the
scope of regular duties. For purposes of this section, "disruption” includes, but is not limited to, network
sniffing, pinged floods, packet spoofing, denial of service, and forged routing information for malicious
purposes.

Port scanning or security scanning is expressly prohibited unless prior notification to Information Security
Department is made.

Executing any form of network monitoring which will intercept data not intended for the employee's host,
unless this activity is a part of the employee's normal job/duty.

Circumventing user authentication or security of any host, network or account.

Introducing honeypots, honeynets, or similar technology on the (Organization) network with no
permission.

Interfering with /or denying service to any user other than the employee's host (for example, denial of
service attack).

Using any program/script/command, or sending messages of any kind, with the intent to interfere with, or
disable, a user's terminal session, by any means, locally or via the Internet/Intranet/Extranet.

Providing information about, or lists of, (Organization) employees to parties outside (Organization).

Files containing sensitive (Organization) data, as defined by existing Data Classification and Data Security

Policy, which are transferred in any way across the Internet should be encrypted.
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4.5 Email and Communication Activities

Email is essential to the everyday jobs. (Organization) want to ensure that the employees understand the
limitations of using their corporate email accounts. The Acceptable use of email helps employees use their

company email addresses appropriately, as defined in the e-mail usage policy.

4.6 Blogging and Social Media

4.6.1

4.6.2

4.6.3

4.6.4

4.6.5

Blogging by employees, whether using (Organization)’s property and systems or personal computer
systems, is also subject to the terms and restrictions set forth in this Policy. Limited and occasional use of
(Organization)'s systems to engage in blogging is acceptable, provided that it is done in a professional
and responsible manner, does not otherwise violate (Organization)'s policy, is not detrimental to
(Organization)'s best interests, and does not interfere with an employee's regular work duties. Blogging
from (Organization)'s systems is also subject to monitoring.

(Organization)’s Confidential Information policy also applies to blogging. As such, Employees are
prohibited from revealing any (Organization) confidential or proprietary information, trade secrets or any
other material covered by (Organization)’s Confidential Information policy when engaged in blogging.
Employees shall not engage in any blogging that may harm or tarnish the image, reputation and/or
goodwill of (Organization) and/or any of its employees. Employees are also prohibited from making any
discriminatory, disparaging, defamatory or harassing comments when blogging.

Employees may also not attribute personal statements, opinions or beliefs to (Organization) when
engaged in blogging. If an employee is expressing his or her beliefs and/or opinions in blogs, the employee
may not, expressly or implicitly, represent themselves as an employee or representative of (Organization).
Employees assume any and all risk associated with blogging.

Apart from following all laws pertaining to the handling and disclosure of copyrighted or export controlled
materials, (Organization)’s trademarks, logos and any other (Organization) intellectual property may also

not be used in connection with any blogging activity.
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1. Password Policy

1.1 Introduction

Password is an important information security component. They are used for user authentication to prove
identity or access approval to gain access to a resource, and used in many ways to protect users, data, systems,
and network, and also used to protect files and other stored information from access from unauthorized

individuals both internally and externally.

Since strong passwords one of the effective security controls, and given the need of passwords for high-

priority matters, this requires strong, highly encrypted passwords so that would be hard to predict.

1.2 Purpose
To provide a set of minimum security standards governing the use of passwords for (Organization)

information technology systems.

1.3 Domain

This policy applies to all (Organization) Staff.

This policy applies to all username and password pairs on all devices, systems and applications that are part of

the (Organization) network that provide access to (Organization) owned information.

1.3 Policy

141  Enforce strong passwords

1.4.1.1 Passwords should be at least 12 positions in length.

1.4.1.2 All users must choose passwords that cannot be predicted easily. It should be a combination of
the four available character types: Alphabetic, Combination of both upper and lower case
letters, Numeric: 0 to 9, and Special Characters.

1.4.1.3 Users shouldn't use popular, easily predictable passwords, such as names, birthdays, or phone
numbers.

1.4.1.4 Users shouldn't use their username in the password.

1.4.1.5 Password shouldn't be repeated numbers or characters such as (3333 or AAAA).

£3
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1.4.2

143

1.4.1.6

1.4.1.7

In case of using a common word, users should mix the characters, so it doesn't give a clear
meaning.

Implement strict controls for system-level and shared service account passwords.

Passwords must be stored in a secure manner to ensure not to be detected

1.4.21

1422

1423

1424

1.4.2.5

All passwords should be treated as sensitive, confidential information at (Organization).
Users shouldn't write password down or store it in an insecure manner anywhere in the office,
and shouldn’t store passwords in afile on a computer system or mobile devices (phone, tablet)
without encryption.

Passwords should never be stored on computer systems in an unprotected form.

System level passwords (e.g. Root, Administrator) must be stored within an encrypted
password vault.

Users shouldn't use "Remember Password" feature of applications.

Keep passwords confidential: Password mustn't be shared with anyone for any reason.

1.4.31

1432

1433

1434

14.3.5

1.4.3.6

1.4.3.7

Passwords should not be shared or disclosed, and shouldn't be written in an explicit manner,
and it should be changed immediately in case of disclosure.

During access to accounts, users should be aware of obtrusive people while typing password.
Users shouldn't send passwords via email or any other media via the internet.

Users should change passwords whenever there is any indication of possible system or
password compromise

Passwords used for shared accounts should be changed immediately if compromised or when
a holder transfers or leaves the (Organization).

Users shouldn't use the same password for multiple administrator accounts.

Where possible, users must not use the same password for various (Organization) access

needs.
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1.4.4

1.4.5

1.4.6

1.4.7

1.4.8

149

1.4.3.8 Users must not use the same password for (Organization) accounts and devices as for other

non- (Organization) access.

Initial passwords: Users must require a change of the initial passwords they receive, and force

expiration of initial passwords.

1.4.4.1 Users must change their initial passwords they receive and before expiration; in order to
ensure that passwords not to be leaked to other users.

1.4.4.2 Temporary passwords should be given to users in a secure manner; the use of third parties or
unprotected (clear text) electronic mail messages should be avoided, and it shouldn't be
transmitted in plain-text.

1.4.4.3 Users should acknowledge receipt of initial passwords.

1.4.4.4 Establish procedures to verify the identity of a user prior to providing a new, replacement or

tem porary password.

Require screening of new passwords against lists of commonly used or compromised passwords.
Access to internal and private systems must be prevented after 3 false attempts within a period of
time not exceeding 15 minutes. Prevention lasts for a minimum of 30 minutes and a maximum of 3
hours.

Users should be required to sign a statement to keep personal passwords confidential; this signed
statement could be included in the terms and conditions of employment.

All users are responsible for reporting any suspected misuse of passwords. Any user suspecting that
his/her password may have been compromised must report the incident and change all passwords.

All users must be aware that they are solely responsible for protecting their password.
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2. Email Usage Policy

2.1 Introduction

E-mail is the primary communication tool in most business areas for its speed and efficiency, and because it is
an expressive reliable tool, misuse of it can post many legal, privacy and security risks. Thus it's necessary to
develop a policy to understand the appropriate use of email to avoid such problems. This policy outlines the

minimum requirements for use of email within (Organization) Network.

2.2 Purpose

The purpose of this policy is to ensure the proper use of (Organization) email system and make users aware
of what (Organization) deems as acceptable and unacceptable use of its email system, and to ensure that
every user has a responsibility to maintain the (Organization)’s image, to use it in a productive manner and

to avoid placing the (Organization) at risk of legal liability based on their use.

2.3 Scope
This policy applies to all employees, vendors, and agents operating on behalf of (Organization), and to the

Email system in use within (Organization).

2.4 Policies

241  Email Account

2.41.1 Every employee is granted an email account, and it must be uniquely identifiable.

2.4.1.2 When creating a new user email, the user must be enforced to change his/her password at next
logon. The system must be configured to enforce the users to change their passwords.

2.4.1.3 All user emails must have a password that complies with (Organization)'s Password Policy.

2.4.1.4 Email box size must be controlled by a quota, and every user is responsible if they exceed the limited

capacity, users must periodically archive the important mail and delete them from the inbox.

242  Use of email
All users must adhere to the following when using (Organization) E-mail facilities:
2.4.2.1 The use of email must be compliant with (Organization) policies and procedures and with the

applicable laws and proper business practices.
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2.4.2.2 (Organization) email accounts should be used only for (Organization) business-related purposes
to help employees in their job duties.

2.4.2.3 The e-mail address allocated to an employee should not be used for personal purposes.

2.4.2.4 All (Organization) data contained within an email message or an attachment must be secured
according to the Data Privacy Policy.

2.4.2.5 Great care must be taken when attaching documents or files to an email. Letters, files and other
documents attached to emails may belong to others. By forwarding this information, without
permission from the sender, to another recipient user may be liable for copyright infringement.

2.4.2.6 Allusersshould be cautious when opening e-mails and attachments from unknown sources.

2.4.2.7 All users should ensure that email content is accurate, factual and objective. Users should avoid
subjective opinions about individuals or other organizations.

2.4.2.8 Users should be aware that e-mails may be subject to audit to ensure that they meet the
requirements of this policy. This applies to message content, attachments and addresses and to
personal e-mails.

2.4.2.9 All messages distributed via (Organization)'s email system, even personal emails, are
(Organization) property. User must have no expectation of privacy in anything that they create,
store, send or receive on the (Organization)'s email system.

2.4.2.10 Emails can be monitored without prior notification if (Organization) deems this necessary. If there
is evidence that users are not adhering to the guidelines set out in this policy, (Organization)
reserves the right to take disciplinary action in accordance with the applicable regulations.

2.4.2.11 Itis necessary to select the appropriate words and not to write any offensive or insulting words.

2.4.2.12 Users should not disclose account passwords or allow anyone else to use their accounts, and
shouldn't use another user account.

2.4.2.13 In the following cases (resignation, dismissal, suspension), user will be informed that email account
will be locked and given timed opportunity to copy and archive the email contents.

2.4.2.14 If recognizing or noticing an actual or suspected security issue, users must contact the Information

Security Department and report immediately.
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2.4.2.15 Attach each email with a text signature with the name, job, telephone number, department and the

name of (Organization).

2.4.2.16 The user should be aware that he / she is solely responsible for the contents of the messages sent

through his / her email account.

2.4.2.17 Users must ensure that email messages are sent only to users who need to know the information in

243

2.4.31

2432

2433
2434

2435

2436

2437
2438

2439

the email content.

Unacceptable Use of E-Mail

The (Organization) email system shall not to be used for the creation or distribution of any
disruptive or offensive messages. Employees who receive any emails with this content from any
(Organization) employee should report the matter to their supervisor immediately.

Use (Organization) email account to sign in any of social media websites unless for a business
related purposes, and must have an approval from higher management.

Using a false identity in (Organization) emails.

Tampering with email content or addresses of redirected messages or attachments without getting an
approval.

Sending unsolicited email messages, including the sending of "junk mail” or other advertising
material to individuals who did not specifically request such material (Spam Emails).

Unauthorized use, or forging, of email header information.

Creating or forwarding "chain letters”, "Ponzi" or other "pyramid” schemes of any type.

Use of unsolicited email originating from within (Organization)'s networks of other
Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted by
(Organization) or connected via (Organization)'s network.

Posting the same or similar non-business-related messages to large numbers of Usenet newsgroups

(Newsgroup Spam).

2.4.3.10 Changing content and / or email addresses of the forwarded emails or their attachments without

getting an approval.
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3 Internet Usage Policy

3.1 Introduction
Internet is now the most utilized source of information, it provides access to endless sources of data, ideas,
research and news. Concurrently easing the access of users to these sources encouraging them to optimize their

usage of internet.

Access to the Internet by personnel that is inconsistent with business needs results in the misuse of resources,
this may present (Organization) with new risks that must be addressed to safeguard the its vital information
assets. Additionally, (Organization) may face loss of reputation and possible legal action through other types
of misuse. Having the Internet Usage Policy in place helps to protect both the business and the employee

from the misuse of using the internet.

3.2 Purpose
Internet usage policy aims to provide employees with rules and guidelines regarding the appropriate use of
(Organization) equipment, network and Internet access to ensure that employees make the most effective use

of the internet

3.3 Scope
This policy applies to all Internet users (employees and all third parties) who access the Internet through

(Organization)'s computing or networking resources and to its related services.

3.4 Policy

341 Resource Usage

3.41.1 Access to the Internet will be approved and provided only if reasonable business needs are identified.
Internet services will be granted based on an employee’s current job responsibilities.

3.4.1.2 User Internet access requirements will be reviewed periodically by (Organization) departments to
ensure that continuing needs exist.

3.4.1.3 Employees of the (Organization) are allowed to use internet for (Organization) business-related
purposes, and in a way that consistent with this policy and doesn't conflict with (Organization) rules

and laws.

)|



National Information Security & Safety Authority

ilogleoll dolliug ol dyilngll ddyall O

3414

3415

342

3.4.21

3422

3423

3424

3.4.25

343

3.4.31

3432

3433

3434

3435

344

(Organization) doesn’t ensure the accuracy of any information obtained through the Internet, it's
the responsibility of the originator and producer of such information.
(Organization) reserves the right to impose the permitted capacity for the use of the internet, as the

competent technical authority deems appropriate to the requirements of each department.

Allowed Usage

Communication between employees and non-employees for business purposes.
IT technical support downloading software upgrades and patches.

Review of possible vendor web sites for product information.

Reference regulatory or technical information.

Research

Personal Usage

Using (Organization) computer resources to access the Internet for personal purposes, without
approval from the user’s manager and the IT department, may be considered cause for disciplinary
action accordance with the applicable regulations.

All users of the Internet should be aware that (Organization) network creates an audit log reflecting
request for service, both in-bound and out-bound addresses, and is periodically reviewed.

Users who choose to store or transmit personal information such as private keys, credit card numbers
or certificates or make use of Internet "wallets" do so at their own risk. (Organization) is not
responsible for any loss of information, such as information stored in the wallet, or any consequential
loss of personal property.

User is fully responsible for his/her computer devices and the use of them, and he/she has to be
aware of the security and preserve of IT resources.

If recognizing or noticing an actual or suspected security issue, users must contact the Information

Security Department and report immediately.

Prohibited Usage
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3.4.4.1 It'sstrictly prohibited to use the internet in a way that may damages the (Organization)’s network,
or to expose any security vulnerabilities or to help in spread any harm or illegal applications.

3.4.4.2 Impersonation of others or devices is forbidden.

3.4.4.3 Users must not use (Organization)’s name or any of its departments or employees unless there is a
written approval to do so.

3.4.4.4 Tampering with other's information or disclosing them illegally.

3.4.4.5 Publishing any of (Organization)'s information or any of its employees without consent to do so.

3.4.4.6 It's prohibited to decipher/decrypt/decode other’s data in any information systems without a consent
from targeted party.

3.4.4.7 Copyright, orintellectual property rights to any data, applications, programs or information must not
be infringed.

3.4.4.8 It's prohibited to monitor electronic communications by other users for the purpose of espionage and
privacy violation.

3.44.9 Users should not abuse the usage of internet in a way that affect other users or the performance of
devices and networks.

3.4.4.10Use of the Internet for any illegal purposes is prohibited. Examples include sending media contains
violence, threat, fraud, obscenity or illegal material that cause any harm to any person or authority or
its cyber security.

3.44.11ltis prohibited to waste information resources or to make any change on them without an approval.

3.4.4.12ltis prohibited to create a website or account on social networking sites representing (Organization)
or its departments without a permission.

3.4.4.13Must not contact or access to any other information resources unless through available channels and
officially authorized by (Organization).

3.4.4.141t's not allowed for (Organization)'s employees to use informational resources in a way that waste
their time.

3.4.4.15Internet connection of (Organization) shouldn't be used for commercial, political, or personal

purposes, or for commercial or marketing profit.
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3.4.4.16lt is prohibited to create unauthorized electronic copies of documents that pertaining to
(Organization) and to its departments, or any material protected by copyright for the purpose of

publishing or sending them through (Organization)'s network.

4 Workstation Security Policy

4.1 Introduction

User's workstation including computers and peripherals (printers, scanners, laptops, etc.) are used in daily
performance in a reasonable and proportionate manner that compatible with (Organization)'s objectives
and strategies. This policy outlines the minimum requirements for the use of computers and peripherals

within (Organization).

4.2 Purpose
The purpose of this policy is to protect users and workstations from potential risks by defining policies and

procedures for the use of computers and peripherals within the (Organization).

4.3 Scope

This policy applies to all employees and users who use computers, peripherals and associated services.

4.4 Policy

441  Users are only allowed to use their computer devices. They shouldn't use or attempt to access other's
devices.

4.42  Usersshould be fully responsible for the proper use of all resources allocated to them, including
computer devices, peripherals and software.

443  Users are not allowed to access network using personal computers, tablets and smartphones, unless
authorized by competent technical department.

444  Usersshould not attempt to access to unauthorized parts of the network, such as the main operating
system, security software, etc., without getting an approval to do so.

445 Users must notinstall, or use any software, tools, or devices that may damage software, hardware or

system components.

o4



National Information Security & Safety Authority

@ cilogle ol dolliug ool duilngll &l

4.4.6

4.4.7

4.4.8

4.4.9

4.4.10

4.4.11

4.4.12

4.4.13

4414

4.4.15

4.416

4.417

4.4.18

It's prohibit to install or use any tools commonly used to attack security systems or to penetrate
computer systems or other networks (such as password detectors, network scanners, etc.).

Personal privacy and the rights of others should be respected, and shouldn't attempt to obtain data
from other users, as well as other programs or files without prior permission.

Special approval from Information Technology Department required prior to installation of any
special software or hardware on the (Organization)'s systems.

Computers on loan from the (Organization) are for official (Organization) use only. They are not to
be used by family members or friends under any circumstances.

When the computer is returned, Information Technology department reserves the right to scrub the
hard disk of any data and reinstall all of the standard software. Users are responsible for any data
they leave on the laptop when it is returned to the (Organization).

Information Technology department reserves the right to recall all equipment out on loan in order to
perform upgrades to software, and/or hardware replacement/upgrades at any time.

IT staff should not login into user's devices for maintenance work unless the permission is taken
directly from the concerned user.

Computers and peripherals are available to serve employees and users to perform better work,
therefore cannot be used for personal purposes.

(Organization) offers a wide variety of networked printers for (Organization) use in several central
locations. Individual desktop printers are permitted, and will be supported by the Information
Technology department.

(Organization)'s staff are prohibited from purchasing their own network equipment including, but
not limited to, LAN cards, Wireless Cards, Routers, Switches, Network Cabling, and network-ready
Printers.

Network stability is paramount in (Organization) environment, and the addition of unauthorized
network gear to (Organization) network can potentially result in hard-to-diagnose problems.
Logging computer using username and password, and when leaving the device even for a short
period of time, it's a must to lock screen with password.

Users shouldn't save files, documents, or any media into hard drivers that are unrelated to job.
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4.419

4.4.20

4.4.21

4.4.22

User is responsible to learn how to use the computer and its peripherals properly, and if facing any
problems while using, he/she should ask help from the competent technical department.
Non-employees shall not be allowed to use computer devices at (Organization) without an official
written permission.

Users should not disable antivirus and malware software on (Organization) computer devices, and
they should always check any data storage mediums (e.g. CDs, Hard drives, flash memory, etc.)
before opening any file or program.

Users shouldn't copy any material or software from (Organization)'s computer devices to distribute

outside (Organization) without a written consent to do so.
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1.

Introduction

The software and hardware that make up the computer networks are essential resources for (organization).
They aid staff in carrying out their everyday duties and without these important communication systems
would not exist. Computer viruses pose considerable risks to these systems. They can cause them to run
erratically, cause loss of information, and information to become corrupted, with the consequential loss of

productivity for the (organization).

PURPOSE

This policy is designed to give guidance and direction on minimizing the risk of a virus infection, and what to do

if they are encountered.

SCOPE

This policy applies to:

® Allemployees whilst using (organization)’s equipment and accessing the (organization)’s Network at any

location, on any computer or Internet connection.

Other persons working for the (organization), persons engaged on business or persons using equipment

and networks of the organization.

Anyone granted access to the network.

4. POLICY

4.1. User’s Obligations

4.1.1. Always run (organization) anti-virus standard, supported anti-virus software is available from (e.g.
the corporate download site). Download and run the current version; download and install anti-virus
software updates as they become available.

4.1.2.NEVER open any files or macros attached to an email from an unknown, suspicious or untrustworthy
source. Delete these attachments immediately, then "double delete” them by emptying your Trash.

4.1.3. Delete spam, chain, and other junk email without forwarding.

4.1.4.Never download files from unknown or suspicious sources.

4.1.5. Avoid direct disk sharing with read/write access unless there is absolutely a business requirement to

do so.
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4.1.6. Always scan a portable storage media from an unknown source for viruses before using it.

4.1.7.Back-up critical data and system configurations on a regular basis and store the data in a safe place.

4.1.8.Users must not undertake any activities with the intention to create and/or distribute malicious

programs (e.g. viruses, worms, Trojans, e-mail bombs, etc) into (organization) network(s) or

system(s).

4.1.9.Users MUST inform the IT Service Desk immediately if a virus is detected on their system.

4.1.10. IT system(s) infected with a malware/virus that the anti-virus software has not been able to deal

with MUST be disconnected/quarantined from (organization) network until virus free.

4.1.11. If auser suspects the system may be infected, the following actions must be taken

® Inform the IT service desk immediately.
® Switch off the machine.
® Ensure no-one uses the machine.

® Be prepared to inform IT of any actions taken which may have caused the infection.

4.2. Organizations’ IT Department’s Obligations

421

422

423

424
4.2.5
4.2.6

Approved Anti-virus software MUST be made readily available for all employees and the IT department
personnel MUST exclusively correctly install and configure it on all supported endpoints and servers
across all the (organization)’s IT systems.

Anti-virus software updates MUST be deployed across the network automatically following their
receipt from the vendor and it must be configured to check for these updates every 60 minutes daily.
Virus and malware signature updates MUST be deployed across the network automatically following
their receipt from the vendor and it must be configured to check for signature updates every 10 minutes
daily. All the endpoints must be configured with the secondary anti-virus update server so if a device is
not checked in on the corporate network then updates will be installed from the secondary server.
Anti-virus software MUST be configured for real time scanning and regular scheduled scans.
On-access scanning MUST be configured within Anti-virus software for removable media and websites.
Anti-virus server MUST be monitored on a daily basis by a nominated staff within IT department’s team

for virus alerts and any issues which cannot be resolved remotely via centralized management console
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4.2.7

4.2.8

4.2.9

4.2.10

must be escalated to the IT Service Desk where an incident will be raised, and a technician assigned to
immediately investigate.

In the event of a virus infection which infects multiple devices (more than 3 devices) at the same time.
Aroot cause analysis report should be completed by the technician for (organization) Cyber Security
Senior Staff.

Semiannual Anti-Virus compliance reports MUST be provided to (organization) Cyber Security Senior
Staff, Branch Manager (if any) and IT Strategy & Planning Team by a preset date.

Tamper protection MUST be enabled to prevent end users or malware altering the anti-virus software’s
configuration or disabling the protection.

If a user suspects the system may be infected and inform the IT service desk, The IT Team will:

® Check the infected PC and any media.

® Rebuild the PC if the infection is severe (e.g. Dridex, Ransomware).

® Check any servers that may have been accessed from the infected system.

® Attempt to determine the source of the infection.

® Ensure the incident is logged.
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Overview

There is no definitive mechanism for protecting a network because any security system can be subverted or
compromised, if not from the outside then certainly from the inside. Ultimately to secure a network is to
implement different layers of security so that an attacker must compromise two or more systems to gain
access to critical assets. The first step in enforcing policies is to define the policies that will be enforced.
Security measures often restrict personnel in their operating practices which results in a temptation to boost
security regulations. Network policies are, therefore, govern how a network should be implemented and
configured to streamline employee’s operation in ordinary conditions as well as guides how to react during
the occurrence of abnormalities. In this context, the following section explains the imposition of policies

measures of each term or principle of network security to protect information and systems.

1. Router and Switch Security Policy

1.1 Introduction
Routers and smart switches provide important security functions within a network. Configured correctly,
they are one of several hardware and software devices available that help manage and protect a private
network from a public one. The Router and Switch Security Policy defines configuration requirements to

meet security standards, change management requirements, and operational requirements.

1.2 Purpose
This document designed to protect the equipment and data of the (organization) and its business partners or
any data the (organization) is in custody of by defining the minimum configuration standards for all routers

and switches connecting to the organizational network.

1.3 Scope
All employees, contractors, consultants, temporary and other workers who use network devices such as

Router and/or switch must adhere to this policy. All routers and switches connected to networks are affected.

1.4 Policy

1.41  Every router/switch must meet the following configuration standards:
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1. No local user accounts are configured on the router or switch. Routers and switches must use a

dedicated AAA server (e.g. TACACS+) for all user authentication.
2. The enable secret must be used instead of enable password.
3. Theenable secret on the router or switch must be keptin a secure encrypted form.

4. The following services or features must be disabled:

® P directed broadcasts (Enable IP directed broadcast when you want to perform remote
management or administration services such as backups on hosts in a subnet that does not
have a direct connection to the Internet).

® Incoming packets at the router/switch sourced with invalid addresses such as RFC1918
addresses.

® TCPsmall services

® UDP small services

® All'web services running on router

® Auto-configuration.

® Layer 2 device discovery protocol (e.g. CDP and LLDP) and other discovery protocols

5. Routers and switches and/or interfaces should disallow the following:

®  Proxy-ARP.

® ICMP unreachable messages.

Fast switching and autonomous switching.

Multicast route caching.

® Maintenance Operation Protocol (MOP).

6. The following services must be configured:

o Password—encwption

® Time syncing (NTP). All network clocks should be synced to a common time source.

7. All routing updates shall be done using secure routing updates.
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10.

Use (organization) standardized SNMP community strings. Default strings, such as public or private
must be removed. SNMP must be configured to use the most secure version of the protocol allowed

for by the combination of the device and management systems.

Access control lists must be used to limit the source and type of traffic that can terminate on the

device itself.

Each router must have a Login banners that useful to inform potential users that use of the login is
only for authorized users. the following statement presented for all forms of login whether remote or

local:

"UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED-.

You must have explicit permission to access or configure this
device. All activities performed on this device may be logged-

and

violations of this policy may result in disciplinary action

in accordance with regulation in force.There is no right to
privacy on this device. Use of this system shall constitute

11.

12.

13.

14.

15.

consent to monitoring."

Telnet may never be used across any network to manage a router, unless there is a secure tunnel

protecting the entire communication path. SSH version 2 is the preferred management protocol.

Routers and switches should be placed in a location where physical access is limited to authorized

persons only.

The switch should disable a port or group of ports if new or unregistered MAC addresses appear on a

port if the feature is available.

The switch should generate an SNMP trap if the link drops and is re-established if the feature

is available

Dynamic routing protocols must use authentication in routing updates sent to neighbors. (Password

hashing for the authentication string must be enabled when supported)
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16. The (organization) router configuration standard will define the category of sensitive routing and

switching devices, and require additional services or configuration on sensitive devices including:

® [P access list accounting
® Device logging
® Incoming packets at the router sourced with invalid addresses, such as RFC1918 addresses,

or those that could be used to spoof network traffic shall be dropped.

17. Network configurations and changes must be documented regularly to understand its structure.

Network documentation should include:

® Network diagram
® System configurations
® Firewall rule set

® |P Addresses

Access Control Lists

Wireless Communication Policy

2.1 Introduction
With the mass explosion of Smart Phones and Tablets, pervasive wireless connectivity is almost a given
at any organization. Insecure wireless configuration can provide an easy open door for malicious threat

actors.

A Wireless Communication Policy is necessary for computer security since there is demand for wireless
equipment in every (organization) today. The Wireless Communication Policy may specify that no
wireless equipment should be used but this would not be very good since that may cause some
departments or individuals to violate the policy. Itis best to set conditions and specify equipment that is

approved for wireless use in order to minimize security risk associated with wireless.
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2.2 Purpose
The purpose of this policy is to secure and protect the information assets owned by (Organization).
(Organization) grants access to these resources as a privilege and must manage them responsibly to

maintain the confidentiality, integrity, and availability of all information assets.

This policy specifies the conditions that wireless infrastructure devices must satisfy to connect to
(Organization) network. Only those wireless infrastructure devices that meet the standards specified
in this policy, or that granted an exception by the Information Security Department are approved for

connectivity to a (Organization) network.

2.3 Scope

This policy applies to all wireless infrastructure devices that connect to a (Organization) network or
reside on a (Organization) site that provide wireless connectivity to endpoint devices including, but not
limited to, laptops, desktops, cellular phones, and tablets. This includes any form of wireless
communication device capable of transmitting packet data .Therefore, all employees, contractors,
consultants, temporary and other workers at (Organization), including all personnel affiliated with
third parties that maintain a wireless infrastructure device on behalf of (Organization) must adhere to

this policy.

2.4 Policy
241 Allwireless infrastructure devices that reside at a (Organization) site and connectto a
(Organization) network, or provide access to information classified as (Organization)

Confidential, or above must:

®  Abide by the standards specified in the Wireless Communication Standard.
®  Use (Organization) approved authentication protocols and infrastructure.
®  Use (Organization) approved encryption protocols.

®  Maintain a hardware address (MAC address) that can be registered and tracked.

242 Tostop the possible abuse of wireless network:

®  There should be proper user authentication ensured along with the appropriate replacement

of WEP and anomaly tracking mechanism on wireless LAN.
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®  Atthe same time, there is the following list of suspicious events on wireless LAN which
should always consider for intrusion detection as;
O Beacon frames from unsolicited access point
O Flood of unauthenticated frames (MITM attack)
O Frames with duplicated MAC address.
O Randomly changing MAC address

243  Wireless encryption protocols

®  WAP2 (Wi-Fi Protected Access version 2) is preferred as a wireless encryption protocol instead
of WEP (Wired Equivalent Privacy) and WAP (Wi-Fi Protected Access ), because WAP2 It
offered a much stronger security algorithm and advanced level encryption with message

authenticity and integrity validation while WEP and WPA protocols are considered vulnerable.

244  Network configurations and changes must be documented regularly to understand its structure.

Network documentation should include:

® Network diagram

L] System configurations
® Firewall rule set
® |P Addresses

® Access Control Lists

3. Virtual Private Network (VPN) Policy

3.1 Introduction
AVirtual Private Network (VPN) is a secured private network connection that provide a convenient
way to access internal network resources remotely over the public network (Internet). VPN offers

secure access by providing a means to protect data while it travels over an untrusted network.

3.2 Purpose
The purpose of this policy is to provide guidelines for Remote Access IPsec or L2TP Virtual Private

Network (VPN) connections to the (Organization) corporate network.




Y

wlogleoll dolling ol duilngll dduall
National Information Security & Safety Authority

3.3 Scope

This policy applies to all (Organization) employees, contractors, consultants, temporaries, and other

workers including all personnel affiliated with third parties utilizing VPNs to access the

(Organization) network. This policy applies to implementations of VPN that are directed through an

IPsec Concentrator.

3.4 Policy

3.41

342

343

344

3.4.5

3.4.6

3.4.7

3.4.8

3.4.9

3.410

Itis the responsibility of employees with VPN privileges to ensure that unauthorized users are
not allowed access to (Organization) internal networks through their VPN connection.

VPN use is to be controlled using either a one-time password authentication such as a token
device or a public/private key system with a strong passphrase.

When actively connected to the corporate network, VPNs will force all traffic to and from the PC
used by the remote user over the VPN tunnel: all other traffic will be dropped.

Dual (split) tunneling is NOT permitted; only one network connection is allowed. [Dual (splir)
tunneling allows two simultaneous, active connections to a secure network (via VPN) and a non-
secure network, without having to disconnect the VPN connection. This security vulnerability
allows a direct connection from the non-secured Internet to the VPN secured network.)

VPN gateways will be set up and managed by (Organization) network operational groups.

All computers connected to (Organization) internal networks via VPN or any other technology
must use the most up-to-date anti-virus software that is the corporate standard (provide URL to
this software); this includes personal computers.

VPN users will be automatically disconnected from (Organization)'s network after thirty
minutes of inactivity. The user must then logon again to reconnect to the network.

(Pings or other artificial network processes are not to be used ro keep the connection open.)
The VPN concentrator must be limited to an absolute connection time of 24 hours.

Users of computers that are not (Organization)-owned equipment must configure the
equipment to comply with (Organization)'s VPN and Network policies.

By using VPN technology with personal equipment, users must understand that their machines
are a de facto extension of (Organization)'s network, and as such are subject to the same rules

and regulations that apply to (Organization)-owned equipment.
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3.411 Network configurations and changes must be documented regularly to understand its structure.

Network documentation should include:

Network diagram

o System configurations

Firewall rule set
® |P Addresses

® Access Control Lists

4. Firewall Policy

4.1 Introduction
When a user connects to an insecure, open network, such as the Internet, he opens a large doorway
for potential attacks. One of the best ways to defense against exploitation from the insecure network
is to employ firewalls at the connection point end, as it is a necessity to safeguard the

(Organization)’s private networks and communication facilities.

4.2 Purpose
Firewalls are defined as security systems that control and restrict network connectivity and network
services. Firewalls establish a control point where access controls may be enforced. This document
seeks to assist (Organization) in understanding the capabilities of firewall technologies and firewall

policies.

4.3 Scope
This policy defines the essential rules regarding the management and maintenance of firewalls, and it

applies to all firewalls owned, rented, leased, or otherwise controlled by (Organization).

4.4 Policy

441 Review the rulesets to ensure that they follow the order as follows:

® anti-spoofing filters (blocked private addresses, internal addresses appearing from the

outside)
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442

User permit rules (e.g. allow HTTP to public webserver)
Management permit rules (e.g. SNMP traps to network management server)
Deny and Alert (alert systems administrator about traffic that is suspicious)

Deny and log (log remaining traffic for analysis)

Application based firewall:

In the case of dedicated server access, an application proxy firewall must be placed

between the remote user and dedicated server to hide the identity of the server.

Ensure that the administrators monitor any attempts to violate the security policy using the

audit logs generated by the application level firewall.

Ensure that there is a process to update the application level firewall’s vulnerabilities

checked to the most current vulnerabilities.
Ensure that there is a process to update the software with the latest attack signatures.

In the event of the signatures being downloaded from the vendors’site, ensure thatitis a

trusted site.

In the event of the signature being e-mailed to the systems administrator, ensure that digital
signatures are used to verify the vendor and that the information transmitted has not been

modified en-route.

The following commands should be blocked for SMTP at the application level firewall:

O

EXPN (expand)
O VRFY (verify)
O DEBUG

O WIZARD

The following command should be blocked for FTP:

O PUT
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® Review the denied URL’s and ensure that they are appropriate for e.g. any URL's to hacker

sites should be blocked.

® Ensure that only authorized users are authenticated by the application level firewall.

443  Stateful inspection

® Review the state tables to ensure that appropriate rules are set up in terms of source and

destination IP’s, source and destination ports and timeouts.

® Ensure that the timeouts are appropriate so as not to give the hacker too much time to

launch a successful attack.

For URL’s

® Ifa URL filtering server is used, ensure that it is appropriately defined in the firewall software.
(If the filtering server is external to the (Organization) ensure that it is a trusted source).

® [Iffiltering on MAC addresses is allowed, review the filters to ensure that it is restricted to the
appropriate MAC's at (Organization).

444 Logging

® Ensure that logging is enabled and that the logs are reviewed to identify any potential

patterns that could indicate an attack.

® Network Firewall administration logs (administrative activities) and event logs (traffic

activity) should:

O Be written to alternate storage (not on the same device)
O Be reviewed at least daily, with logs retained for ninety (90) days.

445  Patches and updates

® Ensure that the latest patches and updates relating to your firewall product is tested and

installed.
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If patches and updates are automatically downloaded from the vendors’ websites, ensure
that the update is received from a trusted site.

In the event that patches and updates are e-mailed to the systems administrator ensure that
digital signatures are used to verify the vendor and ensure that the information has not been

modified en-route.

446  Vulnerability assessments/ Testing

Ascertain if there is a procedure to test for open ports using (NMAP) and whether
unnecessary ports are closed.

Ensure that there is a procedure to test the rulesets when established or changed so as not to
create a denial of service on the (organization) or allow any weaknesses to continue

undetected.

447  Compliance with security policy

Ensure that the ruleset complies with the (organization) security policy.

4.4.8  Ensure that the following spoofed, private (RFC 1918) and illegal addresses are blocked:

Private (RFC 1918) addresses

10.0.0.0 —10.255.255.255

172.16.0.0 —172.31.255.255

192.168.0.0 - 192.168.255.255

® Reserved addresses
240.0.0.0

® |llegal addresses

0.0.0.0

® UDPecho

® |CMP broadcast (RFC 2644)
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449

4.4.10

4.411

4.412

4413

4414

Remote access

® |f remote access is to be used, ensure that the SSH protocol (port 22) is used instead of
Telnet.

File Transfers

® |f FTPis arequirement, ensure that the server, which supports FTP, is placed in a different

subnet than the internal protected network.

Mail Traffic

® Ascertain which protocol is used for mail and ensure that there is a rule to block incoming
mail traffic except to internal mail.

Block Unwanted ICMP Traffic (ICMP 8,11, 3)
® Ensure that there is a rule blocking ICMP echo requests and replies.

® Ensure that there is a rule blocking outgoing time exceeded and unreachable messages.

Critical servers

® Ensure that there is a deny rule for traffic destined to critical internal addresses from external
sources. This rule is based on the organizational requirements, since some (organizations)
may allow traffic via a web application to be routed viaa DMZ.

Personal firewalls

® Ensure that laptop users are given appropriate training regarding the threats, types of
elements blocked by the firewall and guidelines for operation of the personal firewall. This
element is essential, since often times personal firewalls rely on user prompt to respond to
attacks e.g. whether to accept/deny a request from a specific address.

® Review the security settings of the personal firewall to ensure that it restricts access to
specific ports, protects against known attacks, and that there is adequate logging and user
alerts in the event of an intrusion.

® Ensure that there is a procedure to update the software for any new attacks that become

known.

Alternatively, most tools provide the option of transferring automatic updates via the internet. In

such instances ensure that updates are received from trusted sites.
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4.4.15

4.416

4.417

Distributed firewalls

® Ensure that the security policy is consistently distributed to all hosts especially when there
are changes to the policy.

® Ensure that there are adequate controls to ensure the integrity of the policy during transfer,
e.g. IPsec to encrypt the policy when in transfer.

® Ensure that there are adequate controls to authenticate the appropriate host.
Again IPsec can be used for authentication with cryptographic certificates.

Continued availability of Firewalls
e Ensure that there is a hot standby for the primary firewall
Network configurations and changes must be documented regularly to understand its structure.

Network documentation should include:

Network diagram

® System configurations

® Firewall rule set
® |P Addresses
® Access Control Lists
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1. Third Party Access Policy
1.1 Introduction
This policy outlines procedures governing third-party access to (Organization) owned systems, network and

applications.
Athird party is an organization or individual (non-permanent employee) external to the (Organization)

The policy covers the following aspects of third party relationships:

® Third party risk assessments
® Agreementand Contracts

® Network service provision

® Authorization of connections

® Security of access by non-permanent employees (both physical and logical)

1.2 Purpose

The purpose of this policy is to define standards for all Third Parties seeking to access the (Organization) systems

or network for the purpose of transacting business related to (Organization).

This policy is designed to minimize the potential exposure to the (Organization) from risks associated with Third

Party Access.

1.3 Scope

This policy applies to all (Organization) Staff seeking to provide access to the (Organization) system, network or
devices attached to the network to Third parties, and to all Third Parties whether they are vendors, contractors,

consultant or outsourced professionals.

1.4 Policy
141  ANon-disclosure agreement is essential and must be signed contracting with a third party, and the role and
responsibilities of the third party should be clearly defined in the agreement.
® Third party access to (Organization) system and network facilities will be given only after the
signing of a formal contract defining the terms for the connection which should contain all security

requirements by which the third party is to abide.
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® All new connection requests between third parties and (Organization) require that the third party

and (Organization) representatives agree to and sign the Agreement.

142  Pre-Requisites: All new connectivity will go through a security review and approval with the Information
Security department.
® The reviews are to ensure that all access matches the business requirements in a best possible way,
and that the principle of least access is followed.
® All third parties must follow the information security requirements that determine the minimum
level of security the (Organization) requires to be achieved by the third party. These set out the
security measures that must be implemented and maintained by the (Organization) in relation to
all aspects of information security and all associated supporting processes.
® All third parties must ensure that they do not breach any of the information security management
system statements at any time during their contract with the (Organization).
1.4.3  Establishing Connectivity
® All connectivity established must be based on the least-access principle, in accordance with the
approved business requirements and the security review.
144  Modifying or Changing Connectivity and Access
® All changes in access must be accompanied by a valid business justification, and are subject to
security review. Changes are to be implemented via (Organization) change management process.
1.4.5 Permitted Third Party Access
® Third Party Access to the (Organization)’s systems or network should be made only for the
purposes agreed in the contract, this shall be applied to (Organization) partner not employed
directly by the (Organization) who has remote or direct access to the (Organization)’s systems
and network.
® Third party access must be permitted only to the facilities, services and data, which are required to
perform the specified tasks, as outlined to the IT appropriate Network Manager/Administrator in

the original request for access.

1.4.6  Third Party Workstations
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Where Third Parties use PC's / Laptops or any other devises not owned or managed by the (Organization)
to access the resources on the (Organization)'s network and systems, Third Parties must ensure the

following:

® Operating Systems should be fully up-to-date with patches.
®  Anti-virus software should be fully up-to-date with patches and virus definitions.

® Anti-spyware/malware software should be fully up-to-date with patches and malware definitions.
1.4.7  Remote Access by Third Parties
® Responsibilities for security management and administration of third party access will be assigned
clearly to both (Organization) and the third party. An appropriate level of management and
technical support will be provided by both parties to ensure that compliance with this policy is
achieved.
® For each party connection, the following positions must be appointed:
O AHead of Service Area or delegated authority who will be responsible for permitting third
party access by authorizing the connection on a written authorization form.
O A System Owner who will have overall responsibility for each third party connection to
ensure that the policy and standards are applied. They are also responsible for confirming
whether third party access to their systems would be permitted and may prohibit third

party access to certain sensitive systems.

1.4.8 Incident Reporting: Third Parties shall report to management any incident affecting information security
and privacy, and all observed and suspected security weaknesses in or threats to Information Technology
Assets
1.49 Terminating Access
® When access is no longer required, the responsible of access and connection in (Organization)
must terminate the access.
® The responsible of connection must conduct an audit of their respective connections on an annual
basis to ensure that all existing connections are still needed, and that the access provided meets the
needs of the connection.
® Connections that are found to be depreciated, and/or are no longer being used to conduct

(Organization) business, will be terminated immediately.
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® All Third party and external users, if defined on the system, should have a mandatory expiry date.

2. Non-disclosure / Confidentiality Agreement Guideline

2.1 Introduction

Confidentiality Agreements are must be signed when (Organization) is considering entering into a business
relationship with a third party and where there is a need to understand or evaluate each other’s business processes,

some of which might be proprietary or otherwise sensitive in nature.

2.2 Purpose
The purpose of this guideline is to ensure a consistent process for the signing and retention of the (Organization)

Information Confidentiality Agreement by all individuals having access to (Organization) confidential information.

2.3 Scope
This guideline applies to (Organization) and to all Third Parties whether they are vendors, contractors, consultant

or outsourced professionals.

2.4 Statement of Guidelines

241  Allthird parties are required to sign an Information Confidentiality Agreement at the initial start of their
contractual relationship, acknowledging they understand and will adhere to this policy.

2.42  Where aThird Part has direct or indirect access to data or information owned by the (Organization), this
information must not be divulged or distributed to anyone.

243 (Organization) is committed to ensuring confidential services to all third parties. The confidentiality is
between the third parties and the organization, not the members of staff delivering a particular service.

244  Documents which contain personal information including but not limited to names, addresses or
telephone numbers, medical records, financial records of (Organization) staff must be carefully
controlled and must not be released or disclosed to any unauthorized individuals or sources.

245 The agreementshould at least address the following:

® The names of the contracting parties.

® Which party of the contracting entities is obligated to protect the secrecy of the disclosed information,
whether itis the receiving party or the disclosing one or both (Unilateral or Bilateral). Furthermore, NDAs

could have more than two parties, therefore such NDAs should address which parties are to be obligated.
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Defining what is to be confidential.
The term (in years) the agreement is binding.
The term and conditions (in years) of the confidentiality, i.e. the time period of confidentiality.

Information that to be excluded from the NDA. Such as having a prior knowledge of the information,

being in public domain, or subsequently gained from other parties.

°

°

°

°

°

°

°
O
O
O
O

Restrictions regarding the transfer of confidential information.
Required actions that should be taken with the confidential information upon NDA's ending.

The responsibilities of the recipient concerning the confidential information:

Using the information only for the agreed upon purposes.

To reveal it only to people with a need to know the information for those purposes.

To use appropriate efforts (not less than reasonable efforts) to keep the information secure.
Reasonable efforts are often defined as a standard of care relating to confidential information that
is no less rigorous than that which the recipient uses to keep its own similar information secure.
To ensure that anybody to whom the information is revealed further abides by obligations

restricting use, restricting disclosure, and ensuring security at least as protective as the agreement.

® Types of allowed disclosure — such as those required by law or court order.

® The parties should choose the law and jurisdiction that is governing their agreement.
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the method, critical data should be identified so that it can be given the highest priority

during the backup process.

Data to be Backed Up

® All data determined to be critical to (Organization) operation and/or employee job
function.

® Allinformation stored on the (Organization) file server(s). It is the user's responsibility
to ensure any data of importance is moved to the file server.

® Allinformation stored on network servers, which may include web servers, database

servers, domain controllers, firewalls, and remote access servers, etc.

4.2 Backup Storage

4.21

422

423

4.2.4

When stored onsite, backup media must be stored in a fireproof container in an access-
controlled area.

Geographic separation from the backups (sufficient distance) must be maintained, to some
degree, in order to protect from fire, flood, or other regional or large-scale catastrophes, to
escape any damage from a disaster at the main site.

When moved offsite, backup media should be reasonably secured from theft or fire, and
should be stored in a hardened facility that uses accepted methods of environmental
controls, and access controlled secure, to ensure the integrity of the backup media.

Online backups are allowable if the service meets the criteria specified herein.

4.3 Backup Frequency/Procedure

4.3.1

4.3.2

4.3.3

4.3.4

Backups shall be carried out at regular intervals.

Backup frequency is critical to successful data recovery. (Organization) has to determine a
backup schedule for sufficient data recovery in the event of an incident, while avoiding an
undue burden on the users, network, and backup administrator.

All staff are reminded that they are individually responsible for data held locally on their
desktop or laptop computer and all critical data must be stored on the backup media used at
(Organization).

The necessary level of back-up information should be defined.
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4.3.5

The data restoration procedures must be tested and documented. Documentation should
include exactly who is responsible for the restore, how itis performed, under what
circumstances it is to be performed, and how long it should take from request to restoration.
Itis extremely important that the procedures are clear and concise such that they are not
misinterpreted by readers other than the backup administrator, and confusing during a time

of crisis.

4.4 Backup Retention

4.4.1

4.4.2

(Organization) should determine the time required for backup retention, and what number
of stored copies of backup-up data is sufficient to effectively mitigate risk while preserving
required data.

Backup copies must be maintained in accordance with the Retention and Disposal Schedule
for backup copies. The schedule will determine the status of the information, as to whether it

can be disposed of, cycled back into production or remain in archive storage.

4.5 Stored copies

4.51

452

453

Stored copies must be stored with a short description that includes the following information:
Backup date / Resource name / type of backup method (Full/Incremental).
Arecord of the physical and logical movements of all backup copies shall be maintained.
Physical and logical movement of backup copies shall refer to:

® The initial backup copy and its transit to storage.

® Any movement of backup copies from their storage location to another location.
Stored copies must be made available upon authorized request:
The request for stored data must be approved by an authorized person nominated by a
Director/Manager in the appropriate department. Requests for stored data must include:
Completion of a form that outlines the specifics of the request, including what copy is being
requested, where and when the requester would like it delivered and why they are requesting
the copy.
Acknowledgment that the backup copy will be returned or destroyed promptly upon
completion of its use.

Submission of a return receipt as evidence that the backup copy has been returned.
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4.5.4

Backup information should be given an appropriate level of physical and environmental
protection consistent with the standards applied at the main site; the controls applied to

media at the main site should be extended to cover the backup site.

4.6 Restoration Testing

4.7

4.6.1

4.6.2

46.3

46.4

Restoration procedures should be regularly checked and tested to ensure that they are
effective and that they can be completed within the time allotted in the operational
procedures for recovery, and report on its ability to recover data.

Backup media should be regularly tested to ensure that they can be relied upon for
emergency use when necessary.

Backup restores must be tested when any change is made that may affect the backup system.
On a daily basis, log information generated from each backup job will be reviewed for the
following purposes:

To check for and correct errors.

To monitor the duration of the backup job.

To optimize backup performance where possible.

Backup Media

4.71

4.7.2

4.7.3

Backup media in transit and store shall be protected from unauthorized access, misuse or
corruption, including sufficient protection to avoid any physical damage arising during transit
and store. All personnel responsible for data backup processing shall have:

® Relevantidentification

® Relevant authorization.

Where special controls are required, i.e. to protect sensitive or critical information, the
following should be considered:

® Use of a secured container(s).

® Handdelivery.

® |nextreme cases, the delivery split and dispatched by separate routes.

All backup media shall be appropriately disposed of. Media will be retired and disposed of as

described below:

13



National Information Security & Safety Authority

ilogleoll dolliug ol dyilngll ddyall 0

4.7.4

® Prior to retirement and disposal, the media must be prepared.

® The media should no longer contains active backup images.

® The media’s current or former contents shouldn't be read or recovered by an
unauthorized party.

® Physical destruction of all backup media should be prior to disposal.

Certain types of backup media have a limited functional lifespan. After a certain time in

service the media can no longer be considered dependable. When backup media is put into

service the date must be recorded on the media. The media must then be retired from service

after its time in use exceeds manufacturer specifications.
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1. Introduction

Physical security is a set of security measures adopted to make sure that only authorized individuals are allowed
access to resources, equipment, and other assets in a data center. Physical security procedures and measures can
consist of a broad spectrum of methods to discourage intruders, which may also resort to methods based on
technology. A well employed physical security policy protects the data center’s resources and equipment against
theft, vandalism, natural disaster, sabotage, cyber-attack and other malicious acts. All personnel should make
themselves aware of the contents of the security policy and adhere to those parts of the policy that cover their

areas of work.

2. PURPOSE

It is essential to state and enforce physical and environmental controls in order to protect information assets and
systems from unauthorized access, and defense against environmental threats. This policy sets out the
requirements for the protection of data centers from both physical and environmental threats to ensure the

confidentiality, integrity, and availability of the data contained within.

3. SCOPE

This policy describes the physical security requirements for the (ORGANIZATION)'s Data Center, including
Network Operating Center (NOC) offices and the data center, and all contents therein. It covers a wide variety of
property and people requirements. All employees, contractors, service engineers, and agents of the

(Organization) are covered by this policy and expected to comply with its requirements.

4. POLICY
4.1 Property Section

4.1.1 Natural Disaster Risks

The location of the data center should be selected where the risk of natural disasters is at acceptable levels.

Natural Disasters include but are not limited to lightning storms, heavy rain, sandstorms and floods.
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4.1.2 Man-Made Disaster Risks

The site should be within an area where the risk of man-made disaster is as low as possible. Man-made disasters
include but are not limited to plane crashes, riots, explosions, armed conflicts, and fires. The Site should not be

adjacent to airports, prisons, freeways, stadiums, and parade routes.

4.1.3 Infrastructure

The reliability of the facilities providing electrical power to the site should be at 99.9% or better. Electricity must
be received from two separate substations (or more) preferably attached to two separate power plants. There
should be two sources of water available to the site. There must be connectivity to more than one access provider

at the site.

4.1.4 Sole purpose

Data center should not share same space with other offices, especially those not owned by the same entity. In

case the data center must share space with other offices, it should not have walls adjacent to them.

4.1.5 Site Perimeter

Each entry point of the data center should be guarded, where the data center employees’ access to the
facility should be controlled using a reliable method of automatic authentication. There should not be
anything that could obstruct the surveillance via CCTV camera or by the patrolling guards in the
surrounding areas. There should not be a sign advertising that the place is in fact a data center or what
(Organization) owns it.
4.1.5.1 Surveillance
CCTV cameras should be installed outside the building to monitor places nearby properties. Guards
should patrol the property’s perimeter regularly. All vehicles belonging to (Organization)'s staff,
contractors, guards, and cleaning crew should be issued parking permits. Others should only be allowed
to use the visitor parking areas. Vehicles not fitting either of these classifications should be towed.
4.1.5.2 Outside Windows and Computer Room Placement
The rooms containing the computers should not have windows to the outside. Those windows pose the
risk of remote eavesdropping and the introduction of extra heat from casting sunlight inside the rooms.

Those rooms should also be located in the interior of the data center. If they must have a wall at the edge
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4.1.5.3

4.1.6
4.1.6.1

4.1.6.2

4.1.6.3

4.1.6.4

of the data center, a physical barrier should be placed outside the wall preventing any direct access the
room’s wall.

Access Points

Automatic authentication technique should be placed at all entry points of the facility. Any equipment or
items accompanying any individual entering the facility should be logged by security guards when
entering and accounted for on exit detailing the time and person’s identity. Access to the authentication
badges database should be available at the security kiosk, where the pictures of badge’s holder must be

accessible. Badges must have a picture of the holder.

Server Rooms

Access

Signs designating the room as restricted access and prohibiting food, drink, and smoking in the servers’
room should be present. Its doors should be equipped with an automatic authentication method.
Besides, the doors should be fireproof. Only two doors should be at each server room. Due to the lack of
windows, one door is considered a poor design in most fire codes. Access to computer rooms should only
be granted to those maintaining the servers or room’s infrastructure. During holidays, access should be
restricted to emergencies.

Infrastructure

Server rooms should be monitored by CCTV cameras. Redundant access to power, cooling, and
connectivity should be present at each computer room. The server rooms should have a raised floor of
around 46 centimeters in order to provide air flow and cable management. Besides, those rooms should
be equipped with air filtration. Server room’s ceiling should be high to allow for heat dissipation.
Environment

The temperature at each server room should be maintained between 12 and 24 degrees Celsius. The
humidity should be kept between 20% and 80%. Both the temperature and humidity should be
monitored using sensors installed in the rooms and their readings needs to be logged and reported to the
Network Operating Center.

Fire Prevention

Atotal flooding agent solution should be in place in each server room. Suitable fire extinguishers must be

placed in each server room. Preferable Pipe sprinkler systems must not be used in server rooms.
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4.1.7
41.71

41.7.2

4.1.7.3

4.1.7.4

4.1.8
4.1.8.1

Facilities

Cooling Systems

There must be redundant cooling system in place. Outdoor Parts of the Cooling Systems must be
secluded from the car park of the Data Center.

Power

The server room must have at least battery based power source onsite with that can provide enough time
of operation to switch over to fossil fuel power generation. In case there is no fossil fuel backup, the
battery should last for at least 24 hours. The fuel should be enough for 24 hours and it should be stored
onsite, while there should be a contract to obtain up to a week worth already in place.

Trash

While dumpsters should be monitored by CCTV cameras, all paper documents containing any sensitive
information should be at least shredded onsite or destroyed beyond retrieval before discarding them.
Network Operating Center (NOC)

The NOC must have fire, power, weather, temperature, and humidity monitoring systems in place. There
must be redundant methods of communication between the NOC and the outside world. It must be
manned 24/7. Itis recommended that NOC staff need to monitor news outlets for events effecting the

security of the data center.

Disaster Recovery

Disaster Recovery Plan

The data center must have a disaster recovery plan. Ensure that the plan addresses the following
questions: What constitutes a disaster? Who gets notified regarding a disaster and how? Who conducts
damage assessment and decides what back-up resources are utilized? Where are backup sites located and
what is done to maintain them on what schedule? How often and under what conditions is the plan
updated? If the organization does not own the data center what downtime does the service level
agreement with the center allow? A list of people within the organization to notify must be maintained by
the NOC of the data center including office, home, and mobile phone numbers and Instant Message

Names if available. How often are those people updated?

126



Y

wlogleoll dolling ol duilngll dduall
National Information Security & Safety Authority

4.1.8.2

Offsite Backup
There must be regular offsite backups of sensitive data. A backup policy must be issued and implemented
regarding the steps that should be followed to restore backup and containing a schedule of rehearsals for

testing the readiness of the backup procedures.

4.2 People Section

4.21
4.211

4.2.1.2

4.21.3

4214

4.2.2
4.2.21

4.2.2.2

Outsiders

Guards

All security guards should be submitted to criminal background checks prior to hiring and repeated
regularly. They should be familiarized and trained on strictly enforcing the physical security policy.
Cleaning Crews

All Cleaning staff should work in groups of at least two. Cleaning crew should be restricted to offices and
the NOC. If cleaning staff must access a Computer Room for any reason they must be escorted by NOC
personnel.

Service Engineers

The times of entering and leaving the premises of the service engineers must be logged at the building
entrance. The NOC staff should log the Service Engineers’ badge exchange to access a server room.
Visitors

Visitors must be accompanied by the person whom they are visiting all the time during their visit. Visitors
must not be permitted access to a server room without written consent from data center administration.

All visitors who enter Computer Rooms must sign Non-Disclosure Agreements.

Users

Education

The users must be aware of the risk of shoulder surfing and other social engineering methods and they
must be trained to watch out for intruders. They also should be trained on securing desktops and laptops
within the center and laptops outside of it, awareness of surroundings, and emergency procedures.
Policy

All users at the data center must sign Non-Disclosure Agreements. A Physical Security Policy should be

signed by each user and enforced by security guards.
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4.2.3
4.2.31

4.2.3.2

4.2.3.3

4.2.3.4

4.2.3.5

4.2.3.6

Disaster Recovery

Organizational Chart

An organizational chart should be maintained detailing job function and responsibility. Ideally the
organization chart would also have information on which functions the worker has been cross trained to
perform.

Job Function Documentation

It's not enough to document only what current employees know at the moment about existing systems
and hardware. All new work, all changes, must be documented as well

Cross Training

Data Center employees should be cross trained in a number of other job functions. This allows for a
higher chance of critical functions being performed in a crisis.

Contact Information

A contact database must be maintained with contact information for all Data Center employees.
Telecommuting

Data Center employees should regularly practice telecommuting. If the data center is damaged or the
ability to reach the data center is diminished then work can still be performed remotely.

Disparate Locations

If the organization has multiple Data Centers then personnel performing duplicate functions should be
placed in disparate centers. This allows for job consciousness to remain if personnel at one center are

incapacitated.
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